C KaXKAbIM roJloM MOJIOAEKM B UHTEPHETE CTAHOBMTLCA 60/IbLUE, @ LWKOJIbHMKU OAHM M3 CaMblX aKTMBHbIX
nosb3oBatenier PyHeTa. Mexay Tem, MOMMMO OFPOMHOMO KOJIMYECTBa BO3MOXKHOCTEN, MHTEPHET HEeCeT M
npo6sieMbl. 3Ta NamMATKAa A0JI)KHA MOMOYb Tebe 6e30nacHO HaXOAMTbCA B CETU.

KomnbloTepHble BUpPYChI

KOMMbOTEPHbIM BUMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX MPOrpamMm, OTJMYMTENIbHOM 0COBEHHOCTLIO
KOTOPOW AB/IAETCA CMOCOBHOCTb K Pa3sMHOMEHMI0. B JonoaHEHUE K 3TOMY, BUPYCbl MOTYT MOBPEAUTbL MM
MOJIHOCTbIO YHMUTOMWUTb BCE hal/ibl U AaHHble, MOAKOHTPOJIbHbIE MO/Ib30BATEN0, OT MMEHW KOTOPOro
6blna 3anylieHa 3apaKeHHas Mporpamma, a TaKKe MOBPeAMTb MM AaXKe YHUUTOXWTb OMepaLMOHHYI0
cucTeMy co BceMu daiiamMu B LiEIOM. B GO/bLUIMHCTBE C/lyYaeB PacmpOCTPAHATCA BMPYCbl Yepes
UHTEpHeT.

MeTozbl 3alWMTbl OT BpeAOHOCHbIX MPOrPaMM:

1. Mcnonb3yM coBpemMeHHble OMepaLMoOHHbIE CUCTEMbI, MMEIOLME CEPbE3HbIM YPOBEHb 3aLUMTbI OT
BPEAOHOCHbIX NMPOrpamMM;

2. TlocTosHHO  ycTaHaB/AMBaM MmatuM  (UMPOBbIE  3aMiaTKM,  KOTOpblE  aBTOMATMYECKM
yCTaHaB/IMBAOTCA C Lie/blo 0paboTKM MPOrpamMmbl) U Apyrve 06HOBAEHMA CBOEN OMnepaLMOHHOM
cucteMbl. CKauMBaM MX TOJIBKO C odMUMasbHOro camTta paspabotymka OC. Ecim cyulecteyet
pPEeXMM aBTOMaTUYECKOrO OBHOB/IEHMSA, BKJIKOYM €r0;

3. Pab6oTalt Ha CBOEM KOMIMbIOTEPE MO MpaBamMMu MOJIb30BaTe/s, a HE aAMMHMCTpaTopa. JTO He
NO3BO/IMT 6OJIbLUMHCTBY BPEAOHOCHbBIX MPOrpaMM MHCTA/ZIMPOBATbCA Ha TBOEM MEPCOHAa/IbHOM
KOMMblOTEPE;

4. Ucnonb3yi aHTMBMPYCHblE MPOrPaMMHbIE  MPOAYKTbl  M3BECTHbIX  MpPOM3BOAMUTENEN, C

aBTOMaTUYECKMM O6HOBNEHUEM 6as3;

OrpaHuyb U3MYECKMIM AOCTYN K KOMMNbIOTEPY A5 MOCTOPOHHUX JIML;

Mcnonb3yi BHELIHWE HOCUTENM MHGOPMaUMM, TakKMe Kak dewka, AMCK WMan dann u3

WMHTEpHEeTA, TOJIbKO U3 NMPOBEPEHHbLIX MCTOYHMKOB;

7. He oTKpbiBaM KOMMbOTEPHblE haibl, MONYYEHHbIE M3 HEHAAEHbIX MCTOYHMKOB. Jaxe Te
ainibl, KOTOpblE MPUCIan TBOM 3HAKOMbIM. Jlydlle YTOYHM Yy Hero, oTNpaB/s/ JiM OH Tebe uX.
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Cetun WI-FI

Wi-Fi - 370 He BMZ nepejayvm AaHHbIX, HE TEXHOJI0MMA, a BCEro /iMwb 6peHa, mapka. Ewe B 1991 roay
HUAEep/aHACKaa KOMMaHWA 3apernctpupoBasia 6peHg "WECA', 4to 0603Ha4ano CnoBOCOYETaHME
"Wireless Fidelity", koTopbiit nepeBoAMTCA KaK "6ecnpoBoiHas TOYHOCTb" .

Jo Hawero BpeMeHM Jolwna Apyras ab6peBuaTypa, KoTopas fABJSETCA TAKOM Ke TexXHo/soruen. I1o
a6b6pesunaTypa "Wi-Fi". Takoe Ha3BaHWe 6blJI0 JaHO C HAMEKOM Ha CTaHJapT BbiCLUEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae 03HayaeT "BblCOKaA TOYHOCTb".

Ja, 6ecnnaTHbIM MHTEpHET-40CTYyN B Kade, oTensax M aspornoprax ABAAETCA OT/MYHOM BO3MOXKHOCTbIO
BbIX0A4a B MHTepHeT. Ho MHoOrue skcneptbl CUMTaloT, 4YTO obweaocTtynHole Wi-Fi ceT He anawTcA
6€e30MacHbIMM.

CoBeTbl N0 6e30MacHOCTH paboTbl B 06WeA0CTYNHbIX ceTax Wi-fi:

1. He nepepnaBait CBOW /IMUYHYIO MHbOPMaLMIO Yepe3 obuieaocTynHble Wi-Fi cetn. Pa6oTtas B HMX,
XenatenbHO He BBOAWUTb MapoJiM AOCTYNa, JIOrMHbI U KaKMe-TO HOMEpa;

2. Mcnonb3yi 1 06HOBNAM aHTUBMPYCHbIE NPOrpamMMbl M 6paHaMayep. TeM caMbiM Tbl 06€30MacULLb
ceba 0T 3aKayKM BMpyCa Ha TBOE YCTPOMCTBO;



3. TMpu ncnonbzosaHmu Wi-Fi oTka0uM dyHKUMIO "O6Wmit gocTyn K daknam 1 npuHTepam”. JaHHas
dYHKUMA 3aKpbliTa MO YMONYaHWUIO, OAHAKO HEKOTOpble MONb30BaTe/IM aKTUBMPYIOT ee ANA
yA06CTBa MCMO/Ib30BaHUA B paboTe UK yyebe;

4. He wvcnonb3yi ny6anuHbit WI-FI ana nepefaun AMYHbIX AaHHbIX, Hanpumep A8 BbixoJa B
couMasibHble CETU UJIN B NIEKTPOHHYIO MOYTY;

5. Wcnonb3yh TonbKo 3almiieHHoe coeguHerne yepes HTTPS, a He HTTP, T.e. npu Habope Be6-
agpeca BBOAM MMeHHO "https://";

6. B Mo6unbHOM TenedoHe OTKMOYM dyHKUmio “MoakmodeHne K Wi-Fi aBTomatmyecku'. He
JloNycKal aBTOMAaTMYECKOro MOAK/OYEHMA YCTpoMcTBa K cetam Wi-Fi 6e3 TBoero cornacus.

COUMaJ'IbeIe cetTmn

CoupasibHble CETU aKTMBHO BXOAAT B Hallly WM3Hb, MHOrME N0AM paboTaloT M KMBYT TaM MOCTOSAHHO, a B
Facebook y:e 3apervMcTpupoBaH MMAIMapA 4YesOBEK, YTO SBNAETCA OJHOM CeAbMOM BCEX KUTenen
NNaHeThl.

MHorme nonb3oBaTesI HE NOHUMALOT, YTO MHCbOpMaLl,MFI, pasmeleHHaAa UMK B CcoluMalibHbIX CETAX, MOXKET
6bITb Haﬁp,eHa M UCNOJ1Ib30BaHa KEM YrogHo, B TOM 4YUC/ie He 06s3aTesIbHO C 61arumm HaMepeHNAMMU.

OcHOBHble coBeTbl N0 6€30MacHOCTU B couMalZibHbIX CeTAX:

1. OrpaHuub cnucok apysei. Y Te61 B ApY3bAX HE A0/KHO 6bITb C/TyHaMHbIX U HE3HAKOMbIX IH0AEN;

2. 3aWMilan CBOK YacTHYI XM3Hb. He ykasbiBal naposu, TenedoHbl, aapeca, AaTy TBOEro
POXAEHUS U APYrYI0 JIMYHYID MHGPOPMALMIO. 3/I0YMbILIEHHUMKM MOFYT WMCMOJ/Ib30BaTb Jaxe
MH(MOPMaALMIO O TOM, Kak Tbl U TBOW POAMTENM MNAHUPYeTe MPOBECTU KaHWKY/bl; ONpeaenTb
TBOE MECTOMO/OKEHUE;

3. Tlpu peructpaummn B coumasbHOM CETU HEOBXOAMMO MCMOJ/Ib30BaTb C/I0XKHbIE MAPOJ/IM, COCTOALME
U3 BYKB M UMDP U C KONMYECTBOM 3HAKOB HE MeHee 8;

4. [Ana coumanbHOM CETWU, MOYTbI M APYrMX CaMTOB HEOBXOAMMO MCMO/Ib30BaTb PasHble MaposiM.
Torpa ecnu T1e65 B3N1OMAKOT, TO 3/10YMbILLIEHHUKM MOyYaT AOCTYN TOJIbKO K OJHOMY MeCTY, a He
BO BCE cpasy.

DNEeKTPOHHbIE AEeHbIrU

DNEKTPOHHbIE [EHbIMM - 3TO OYEHb YAOGHbIM CMNOCO6 MAaTEKEeM, OAHAKO CYLIECTBYIOT MOLUEHHMKM,
KOTOPbIE XOTAT MOJIYYUTb 3TU AEHbIM.

3l'leKTp0HHbIe AeHbr'n NoABUIMCb COBCEM HeLaBHO M MMEHHO M3-3a 3TONo0 BO MHOIMMX rocygapcreax Ao
CHUX MOp He NponMcaHo NMpo HMUX B 3aKOHax.

B Poccuu ke OHM PYHKLMOHMPYIOT M O HWUX YKe MPOMMCaHO B 3aKOHE, rAe MX PasAensioT Ha HECKOJIbKO
BMAOB - AHOHWUMHbIE M HE aHOHWMHble. PasHMLA B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspelaeTcs npoBOAMTbL onepauum 6e3  uaeHTMdMKauMM No/ib3oBaTensi, a B  HEAHOHWMMHbIX
naeHTUdUKaLMA Nosb3oBaTe N ABNAETCA 0653aTe/IbHOM.

TakKe cneayeT pas/MyaTb 3/IEKTPOHHblE (bMATHble JeHbrM (PaBHbl FOCYAAPCTBEHHbLIM BatoTaM) M
3/IeKTPOHHbIE HEeUATHbIE AE€HbIM (HE paBHbl FOCYAapCTBEHHbIM Ba/IlOTaM).

OCHOBHble coBeTbl Mo 6e30MacHoM paboTe C 3N1eKTPOHHbIMU AeHbraMm:



MpUBAXKM K CYETY MOGWMJIbHBIM TenedoH. 3To cambli YAO0BHbIM M GbICTPbIM CNoCco6 BOCCTAHOBUTb
JOCTyn K cyeTy. MpMBA3aHHbIM TenedoH NOMOXKET, ec/u 3abyellb CBOM NAaTeXHbIM Napo/ib UK
3aMJellb Ha CalT C HE3HAaKOMOrO YCTPOMCTBA;

MUcnonb3yit oaHopasoBble naposu. Mocne nepexoja Ha YCMAEHHYHO aBTOpM3aUMio Tebe yKe He
6yAeT yrpoxKaTb OMaCHOCTb KpakM MM Nepexsata NniaTexXHoro naposs;

BbiGepu C/IOXHbIM Maposib. [pecTynHWMKam 6yAeT He NpocTo yrajaTb CJ/IOXKHbIMA Naposib.
HazeHble naposiM - 3TO Naposiv, KOTOpblE COAEPXKAT HE MeHee 8 3HaKOB M BKJIIOYAOT B Ce6s
CTPOYHbIE M MPOMUCHble GYKBbI, LUGDPbI M HECKOJ/IbKO CMMBOJIOB, TaKME KaK 3HaK JoJinapa,
(yHTa, BOCKAMLATE bHbIM 3HAK M T.n. Hanpmumep, StROng!;;

He BBOAM CBOM  /MYHble  JaHHble  Ha  caMTax, KOTOPbIM He  JoBepsellb.

DNeKTpPOHHaA no4yra

DNEeKTPOHHasA MoYyTa - 3TO TEXHOJIOrMA M MPEeAOoCTaB/AEMblE €0 YC/IYrM Mo Mepechisike U MONYyYEHUIO
3NIEKTPOHHbIX COOBLLEHMM, KOTOpble pacnpeaenaioTCA B KOMMbOTEPHOM ceTU. O6bIYHO 3/1EKTPOHHbIN
MOYTOBbIM AWMK BbIFIAAUT CAEAYIOLWMM 06pPa30oM: MMSA_MO0J/Ib30BaATENA@UMSA_AOMEHA. TaKXe Kpome
nepeAayy NpocToro TeKCTa, MMEeTCs BO3MOXKHOCTb nepesaBaTb (ai/bl.

OcHoBHble coBeTbl N0 6e30MacHOM paboTe C 3/IeKTPOHHOM MOYTOM:

=
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Hazo BbiGpaTb NpaBM/IbHbIM NOYTOBbINM CEPBUC. B MHTEpHETE ecTb OrpoMHbIN BbIGOP 6ecnnaTHbIX
MOYTOBbIX CEPBMCOB, OJHAKO JIyylle JOBEPATb TEM, KOrO 3Haellb M KTO NEPBbLIM B PEMTUHTE;

He yKasbiBat B JIMYHOM MoOYTE JIMYHYl0 WHbopMaumio. Hanpumep, Aydlle BbiGpaTh
"My3bIKa/IbHbIM_daHaT@" uam "pok2013" BMecTo "Temall”;

Mcnonb3yt [AByX3TarHylo aBTOpM3auMio. ITO KOrga MOMMMO MapoJis HY)XHO BBOAMTb KOZ,
NpUCbiIaeMbli Mo SMS;

Bbi6epu CNoxHbIM Maponb. NS KaxAoro NoyToBOrO AWIMKA AO0/MKEH ObiTb CBOM HaAEXKHbIN,
YCTOMYMBBIM K B3JIOMY NapoJib;

Ecnm ecTb BO3MOXKHOCTb HanMcaTb CaMOMY CBOM JIMYHBIM BOMPOC, UCMOJ/Ib3YH 3Ty BO3MOXKHOCTb;
Mcnonb3yM HECKOJIbKO MOYTOBbIX ALWMKOB. epBbli A1 YacTHOM NEpPenucKkM C aapecaTamu,
KOTOPbLIM Tbl A0OBEpPSELlb. ITO 3JIEKTPOHHbLIM aZpec He Hajo MCMOoJIb30BaTb MpU PeErucTpaumu Ha
dopymax U camrax;

He oTKpbiBai thakibl U ApYyrue BAOKEHUA B NMCbMaX, JAXKe €C/IM OHU MPULLIM OT TBOMX JpY3en.
Jlyyllie YyTOYHM Y HMX, OTMPaBAAAM 1M OHU Tebe 3T dalbl;

Mocne oKoHYaHMA paboTbl Ha MOYTOBOM CEPBMUCE Mepes 3aKpbiTMEM BKIAAKM C CAMTOM He 3abyab
HaxKaTb Ha "BbIMTH".

KubepbynnuHr nnm BuptyasibHoe usgeBates/ibCTBO

KnbepbynnuHr - npecsefoBaHMe COOOLLEHUAMM, COAEPKALLMMM OCKOPOIEHMSA, arpeccuio, 3anyruBaHue;
XY/IMraHCTBO; coluaibHoe 6OMKOTUPOBAHME C MOMOLLbIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl NO 60pb6e C KN6epOyNJIMHIOM:

1.

no

He 6pocarica B 60M. Jlyyimit cnoco6: NocoBeTOBaTbCA KaK ce6sl BECTM M, €C/IU HET TOro, K KOMY
MOHO 06paTHTbCS, TO BHayase yCrokouTbcs. Ecam Tbl HauyHeWwb oTBeYaTb OCKOPOIEHMAMM Ha
OCKOpPO6/JIEHUA, TO TONBbKO eLle 60/iblie pa3oXKKellb KOHMAMKT;

YnpaBnsain cBoel Kubeppenyrtaumen;

AHOHMMHOCTb B Ce€TM MHMMasA. CyLlecTBYIOT CMOCOOGbl BbIAACHWTb, KTO CTOMT 3@ aHOHMMHbIM
AKKayHTOM;



4. He CTOMT BECTM XYAWMraHCKMM 06pa3 BMPTYasibHOM >KM3HWM. MHTEpHeT bMKCUpyeT BCe TBOM

JEMCTBUA U COXPAHAET MUX. YaanuTb UX ByaeT KpanHe 3aTpyaHMUTENbHO;

Cob6ito1ar CBOK BUPTYaJIbHYH YECTb CMOJIOAY;

UrHopupyM eauHMYHbIM  HeraTMB. OJIHOpPA30Bble OCKOPOMTE/NIbHbIE  COOBLUEHUS  Jiydlle

urHopupoBatb. O6bIYHO arpeccus NpekpallaeTcs Ha HavalbHOM CTaaumu;

7. bBaH arpeccopa. B nporpamMmax 06mMeHa MrHOBEHHbIMM COOBLIEHUAMM, B COLIMASbHBIX CETAX €CTb
BO3MOYXHOCTb 6JIOKMPOBKM OTMNPABKMU COOBLLEHMIM C OnpeesieHHbIX apecos;

8. Ecam Tbl cBMAeTeNb KW6epbynnmHra. TBOM AEWMCTBMA: BbICTYNUTb MPOTMB NpecieaoBatens,
nokasaTb emy, 4TO ero JEWCTBMA OLEHMBAIOTCS HEraTMBHO, MOAZEPXKaTb KEPTBY, KOTOPOM
HY>XHa MCUXOJIOrMYECKan MOMOLLb, COOGLUTL B3POC/bIM O (haKTe arpecCMBHOrO MOBEAEHWUA B
ceTu.
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Mo6unbHbIM TenedgoH

CoBpeMeHHble CMapThOHbI M NNAHLWETbI COAeprKaT B cebe BroJiHe B3POC/biM (yHKLMOHAN, M Tenepb OHM
MOTYT KOHKYPMPOBaTb CO CTALMOHAPHbIMM KOMMbloTepaMu. OZHAKO, CPeACTB 3alMTbl AN MOA0GHbIX
YCTPOMCTB MOKAa O4YeHb Mano. TecTMpoBaHME M MOMCK YSA3BMMOCTEM B HMX MPOMCXOAMUT HE TaK
MHTEHCMBHO, Kak gns MK, To ke camoe KacaeTcs U MOOM/IbHBIX MPUIOKEHMM.

COBpeMeHHbIe MOGUJIbHbIE 6pay3epb| yXe nMnpakKTU4yeCKMn JorHaJit HacCToJibHble aHalorn, oJAHaKo
paclimnpeHune q)yHKLl,MOHaI'Ia BNneYyeT 3a co6oi 60}'IbLLIyPO C/NIOXXHOCTb M MeEeHbLWY 3alMLEHHOCTb.

Jlaneko He Bce MpoM3BOAMTE/NIM BbiMyCKalOT OGHOB/IEHMA, 3aKPbIBalOLME KPUTUYECKME YA3BMMOCTM ANA
CBOMX YCTPOMCTB.

OCHOBHble coBeTbl ans 6e30nacHoCTH MOGM/IbHOIO TenedoHa:

e Huyero He saBnAeTcA no-HacToswemy 6ecnnatHbiM. byab OCTOpoXeH, Beab Korga Ttebe
npeanaraloT 6ecrniaTHbi KOHTEHT, B HEM MOTYT 6biTb CKPbITbl KAKME-TO NJIATHbIE YCYTH;

o [lyman, npexae yem oTnpaBuTb SMS, doTo Mau BuAeo. Tbl TOYHO 3HaeEllb, rae oHW 6yayT B
KOHEYHOM mTore?

e Heobxoanmo 06HOBATL ONEPALMOHHYIO CUCTEMY TBOErO CMapT(dOHa;

e Mcnonb3yM aHTUBMPYCHbIE MPOrpamMmbl A1 MOGUJIbHBIX TenedoHOoB;

e He 3arpyxal npuIOXKeHMS OT HEWM3BECTHOMO WMCTOYHMKA, BeAb OHM MOTYT CoAep:KaTb
BpeAOHOCHOE NporpaMMHoe obecrneyeHue;

e [locne Toro Kak Thbl BbiMAellb C cailTa, rae BBOAMA JINYHYI0 MHDOPMALIMIO, 3aMaM B HACTPOMKM
6paysepa u yaanu cookies;

e [leproanyeckun NpoBepsAM, KakMe NiaTHble YCIYri akTMBMPOBaHbl HA TBOEM HOMEPE;

e /JlaBalt CBOM HOMeEp MOGWJIbHOrO TenedoHa TOJIbKO JIOASIM, KOTOPbIX Tbl 3Haelb M KOMY
JoBepsellb;

e Bluetooth goskeH 6bITb BbIK/OYEH, KOrga Thl MM He Mosib3yellbcA. He 3a6biBalt MHorga
npoBepATb 3TO.

Online urpbl

CoBpeMeHHble OHIAMH-MIPbl - 3TO KpacoYHble, 3axXBaTbiBAKLME Pa3B/EYEHUSA, 06BLEAUHSAIOLME COTHM
TbICAY YesIoBEK MO BCEMY MMpY. MIpoKM MccieayloT AaHHbIA MM MMp, OBLLAIOTCA APYr C APYroM,
BbIMOJIHAIOT 33/laHMA, CPaXKaloTCA C MOHCTPaMM M MOAYYaloT OMbiT. 3a YAOBO/ILCTBME OHWM MNAATAT:
MOKYNaT AUCK, ONJa4yMBalOT abOHEMEHT MM NPMOGPETAIOT KaKMe-TO OMUMM.



Bce 3TM cpeactBa mAyT Ha MOAAEp)KAHME M pasBUTME MIPbl, a TaKXe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CMCTEMbl aBTOPM3aLMM, BbIMYCKAKTCA HOBble NatyM (UMdpoBble 3aniaTkM s
MpOrpamm), 3aKpbIBaKOTCA YA3BMMOCTU CEPBEPOB.

B I'IOAO6HI:IX nrpax CTomT onacatbCA He CTOJIbKO CBOMX COMEPHMKOB, CKOJIbKO KpaXM TBOEro napojd, Ha
KOTOPOM OCHOBaHa CMUCTEMa aBTOpM3aUnn 6O/IbLLUMHCTBA nrp.

OcHoBHble coBeTbl N0 6€30MacHOCTH TBOErO UrpoOBOIro akkayHTa:

1. Ecnm apyroit urpok BegeT cebs M0X0 MM CO3JaeT Tebe HENPUATHOCTU, 3abJIOKMPYM ero B
CNUCKe UrpPOKOB;

2. ToxanyMca aaMUMHMCTpATOpam Mrpbl Ha MJI0X0€ MOBEAEHME 3TOr0 MrpoKa, enaTesbHo
NPUNOKNTL KaKMe-TO J0oKasaTesIbCTBa B BUAE CKPMHOB;

He yKa3sbiBai IMYHYIO MHDOPMaLMIO B Npodaiae mrpsbl;
YBarkal Apyrmx y4aCTHMKOB MO Urpe;

He ycTaHaBauBai HeodMUMaibHble NaTYM M MOJbI;
Mcnonb3yi CNoxHble M pasHble Naposu;

Jlaxke BO BpeMS Urpbl He CTOUT OTKJIOYATb aHTUBUPYC.

Nookow

OUWKMHT MM KpaXKa JIMYHBIX JaHHbIX

O6bIYHOM Kpaxkel AeHer M AOKYMEHTOB CEroAHA YK€ HMKOro He YAMBMLUb, HO C PasBUTMEM MHTEPHET-
TEXHONOMMM 3/I0YMbILIJIEHHUKM MEPEMECTMIMCE B MHTEPHET, M MPOAO/IKAKT 3aHMMATbCA "/IIOGUMbIM'
JIEJIOM.

Tak nosBuaacb HOBaA yrpo3a: MHTEPHET-MOLLUEHHMYECTBA MM DULWKMHT, F1aBHaA Leslb KOTOPOro COCTOUT
B MOJIyYeHMM KOH(UAEHLUMANbHBIX JaHHbIX M0JIb30BaTeNIEN - JIOTMHOB M Naposier. Ha aHrIMMCKOM A3bike
phishing untaetca Kak ¢uwuHr (ot fishing - peibHas nosna, password - naposb).

OcHoOBHble coBeTbl No 60pbbe C PULLIMHIOM:

1. Cnean 3a cBOMM aKKayHTOM. Ecim Tbl nmogo3peBaellb, YTO TBOA aHKeTa 6blna B3/I0OMaHa, TO
HE0B6X0ANMO 3a6nOKMpOBaTb €ee M CcoobLMTb AAMUHUCTPATOpPaM pecypcCa 06 3TOM KaK MOXHO
CKopee;

MCI'IOI'Ib3y1‘;1 6e30MnacHble Be6'Cal>'1TbI, B TOM 4YMUCne, MHTEPHET-MarasmHoOB U MOUCKOBbBIX CUCTEM;

3. Mcnonb3yi CROXHble M pasHble naponauM. TakMm 06pasom, ecaM Tebsa B3/loMalT, TO
3/I0YMBILWIEHHUKM NOJTYYaT AOCTYM TOMBKO K OAHOMY TBOEMY Npoduiio B CETU, a HE KO BCEM;

4. Echm Te6a B3NOMasM, TO HEOOXOAMMO NpeaynpeauTb BCeX CBOMX 3HAKOMbIX, KOTOpble
Job6aBneHbl y Teba B Apy3bAX, O TOM, 4YTO TeOA B3/IOMasM U, BOSMOXKHO, OT TBOEFO MMEHU ByaeT
PacCbNATLCA CMam M CCbUIKM Ha (PULLMHIOBbIE CaMThI;

YcTaHoBM HaZexHbi naposb (PIN) Ha MOBU/IbHBIM TenedoH;

OTK/Il0YM coOXpaHeHWe napons B 6paysepe;

He oTKpbiBai dainbl U Apyrue BAOXKEHMA B NMMCbMaX, AaXKe €CJIM OHM MPULLIU OT TBOMX ApPY3eEM.
Nyywe YTOYHM y HUMX, OTNpaBAAIM m OHM Tebe 3T dainebl.

N

No o

LUudposasa penytaumnsa

UndpoBas penytauma - 3TO HeratMBHas WM MO3MTMBHAA MHGoOpMauuMa B CceTM O Tebe.
KOanOMeTMpyromaﬂ MHd)OpMaLI,MFl pasmelyeHHas B MHTEPHETE, MOXET Cepbe3HbiM o6pa30M 0Tpa3uTbCA
Ha TBOEM peanbHOM KM3HM. "LindpoBas penytaumsa” - 3TO TBOM MMMIXK, KOTOpbIM OpMMpyeTca M3
MHpOpMaUMK 0 Tebe B UHTEPHETE.



TBOE MECTO XKMTENbCTBa, y4ebbl, TBOE (DMHAHCOBOE MOJIOKEHWME, OCOBEHHOCTU XapaKTepa M paccKasbl O
6/IM3KMX - BCE 3TO HAKar/JMBaeTCA B CETU.

MHorve MoApOCTKM NIErKOMbIC/IEHHO OTHOCATCA K My6J/MKaumMM MYHOM MHpOpMaumu B MHTepHeTe, He
MOHMMas BO3MOXHbIX MOCNEeACTBMM. Tbl Jaxke He CMOMXKellb AorafatbCA O TOM, 4To doTorpadms,
pasMmellleHHas 5 et Hasaz, cTana NpMYMHOM OTKasa NpUHATL Te6A Ha paboTy.

KoMmeHTapuu, pasmelleHne TBoux dotorpaduii U apyrue AeMCTBUA MOTYT HE MCYE3HYTb Jaxke nocse
TOro, KaK Tbl UX yAanumwb. Tbl HE 3HaEllUb, KTO COXpaHMA 3Ty MHMDOPMaLMIo, Monana i oHa B NMOMCKOBbIE
CUCTEMBI M COXPaHM/IACh /I OHA, a MIABHOE: YTO NOAYMAKOT 0 Tebe OKpYKaloLLME oAU, KOTOpble HaMayT
W yBMAAT 3T0. HalTu MHGDOPMALIMIO MHOTO NIET CNYCTS CMOXKET /060N - KaK M3 J06PbIX NOBYKAEHWM, TaK
M C HAMEpPEHMEM NPUYMHKUTL Bpe. ITO MOXKeT 6biTb KTO YroaHo.

OcHOBHble COBETHI MO 3awWuTe LMGPPOBOM penyTaumm:

1. MNoayman, npexkae yem 4TO-TO Ny6/MKOBATh M MepefaBaTh y ce6a B 6/iore MM B COLMAbHOM
cetu;

2. B HacTpoMKax npoduas yCTaHOBM OrPaHMYEHMS Ha MPOCMOTP TBOEro NpocuIsa U ero
COAEPXKMMOr0, ClleNal ero ToNbKo "ana apysen’;

3. He pa3melLan 1 He yKasbiBal MH(OPMALIMIO, KOTOPas MOXKET KOro-/iM60 0CKOp6/IATL MK
obmKaThb.

ABTOpCKOE npaBo

CoBpeMmeHHble LWKOIbHUKM - aKTUBHbIE MOJIb30BaTENM LMPOBOro NpocTpaHcTBa. OAHAKO Aaneko He Bce
3HAIOT, YTO MOJIb30BAHME MHOTMMM BO3MOXKHOCTAMM LMGPOBOro Mmpa TpebyeT cob/ioAeHUs npaB Ha
MHTENNEKTYasIbHY0 COBCTBEHHOCTb.

TepMUH "MHTEeNNeKTyabHaa COBCTBEHHOCTb" OTHOCMTCA K Pa3/IMYHbIM TBOPEHMAM YEJIOBEYECKOrO yMa,
HauMHAs C HOBbLIX M306pPETEHUM M 3HAKOB, 0603HAYANOLMX COBCTBEHHOCTb Ha MPOAYKTbI M YCAYrU, U
3aKaH4MBasA KHUramu, dotorpadpmamm, KUHOUIbMAMK U My3blKa/IbHbIMU NPOU3BEAEHUAMM.

ABTOPCKME npaBa - 3TO NpaBa Ha MHTE/IEKTYyaslbHYl0 COBCTBEHHOCTb Ha MNPOM3BEAEHMA HAYKM,
nMTepaTypbl M MCKycCTBa. ABTOpPCKME MpaBa BbICTYMalOT B KayecTBe rapaHTMM TOro, 4To
UHTE/IZIEKTYa/IbHbIM/ TBOPYECKMIM TpyA aBTopa He 6yJeT HamnpacHbiM, JacT €My ChnpaBeA/iMBble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/sibTaTax CBOEro TpyZa, MoJyuuMTb M3BECTHOCTb M Mpu3HaHue. HuKTo
6e3 paspelleHMA aBTOpa HE MOXET BOCNPOM3BOAMUTb €ro Mnpom3BeeHue, pacnpocTpaHATb, MyGJMYHO
AEMOHCTpMpoBaTb, NpojaBaTb, MMMOPTMPOBaTb, MNycKaTb B MNPoOKaT, My6JAMYHO  MCMONHATH,
noKasblBaTb/MCNONHATb B 3pMpe UM pa3meLlatb B MHTepHeTe.

Ucnonb3oBaHue "ﬂlfipaTCKOFO" nporpaMMHoOro obecneyeHma MoXeT npmMBectM K MHOMMM pPHUCKaM: OT
noTepun AaHHbIX K TBOMM aKKayHTaM A0 6I'IOKVIPOBKM TBOEro yCTpOl\;iCTBa, rae yCctaHoBJieHa HenerasibHaA
nporpamMma. He cTtout Takxke Ba6bIBaTb, YTO CyWweCcTBYHT JierasibHbie U 6ecnnaTtHble Nnporpammeil,
KOTOpble MOXHO HaMTH B ceTu.

O noprane

CeTeBW-IOK.pd) - TBOM I'N1aBHbIA COBETYUK B CETM. 34ecb Tbl MOXeLlb Y3HaTb O 6€30MacHOCTU B CETHU
NMOHATHbIM U [AOCTYMNMHbIM A3bIKOM, a MNp1M BO3HUKHOBEHWUMU KpMTVI‘-IeCKOl‘;i cuTyaumm O6paTl4TbCFI 3a
CoBETOM. A Takke NPUHATDb y4aCTUE B KOHKYpCaxX U CTaTb CaMbIM LlMCprBbIM I'pa)K,D,aHMHOM!
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